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CHAPTER 1 - DEFINITIONS

ARTICLE 1 - DEFINITIONS AND INTERPRETATION

1.1.

1.2

The terms, words and phrases used in this Regulation (the
"Regulation"), shall have the same meaning as are ascribed to
them in the Electronic Commerce and Transactions Law
promulgated by Decree Law No. 16 of 2010 (the "Law") or
any subsequent law repealing and replacing such Law, unless
otherwise expressly defined in the Regulation or the context in
which they are used requires otherwise.

The terms listed below have the corresponding meanings:

State
The Authority

Competent
Authority
Committee

Law

Person
Signatory

Electronic signature

Electronic signature
creation data

Advanced electronic
signature

Electronic signature
creation device

Qualified electronic
signature creation
device

Remote qualified
electronic signature
creation device

Certificate for
electronic signature

Qualified certificate
for electronic
signature

Qualified electronic
signature

Creator of a seal

Electronic seal

Seal creation data

Seal validation data

State of Qatar,
The Communications Regulatory Authority (CRA).

Refers to the appointed National Accreditation Bodies

Grievance and Disputes Decision Committee set out in
Article (64) of the Law.

The Electronic Commerce and Transactions Law

promulgated pursuant to Decree Law No. (16) of 2010
Natural or legal person
A natural person who creates an electronic signature

Electronic data which is attached to or logically associated
with other electronic data or electronic document, [which
uniquely identifies the signatory,] and which is used by the
signatory to sign.

Unique electronic data which is used by the signatory to
create an electronic signature.

An electronic signature which uniquely identifies the
signatory, is created under its sole control, and ensures the
integrity of the signed data

Configured software or hardware used to create an
electronic signature

An electronic signature creation device that provides a high
level of protection for the electronic signature creation data

A qualified electronic signature creation device managed
by a qualified trust service provider on behalf of a signatory

An electronic attestation which links signature validation
data to a natural person and confirms at least the name of
that person, or its pseudonym when the person is a natural
person,

A certificate for electronic signature, that is issued by a
qualified trust service provider which confirms the identity
of the person to which the certificate is issued with a
[qualified/high] level of reliability

An advanced electronic signature that is created by means
of a qualified electronic signature creation device, and
which is based on a qualified certificate for electronic
signature.

The [legal] person who creates an electronic seal.

Electronic data, which is attached to or logically associated
with other electronic data to ensure the latter’s origin and
integrity

Unique electronic data used by the creator of a seal to create
an electronic seal.

Electronic data which is used by a relying party to validate
an electronic seal.
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Advanced electronic
seal

Electronic seal
creation device

Qualified seal
creation device

Remote qualified
electronic seal
creation device

Certificate for
electronic seal

Qualified certificate
for electronic seal

Qualified electronic
seal

Certificate for
website
authentication

Trust service
provider

Trust Service

Qualified trust
service provider

Qualified trust
service

Relying party

Qualified electronic
time stamp

Qualified electronic
registered delivery
service

Validation

National
accreditation body

Conformity
assessment

Conformity
assessment body

Conformity
assessment veport

Product

An electronic seal which uniquely identifies the creator of
the seal, is created under its control and ensures the
integrity of the sealed data

Configured software or hardware used to create an
electronic seal.

An electronic seal creation device that provides a high level
of protection for the electronic seal creation data

A qualified electionic seal creation device managed by a
qualified trust service provider on behalf of a creator of a
seal

An electronic attestation that links electronic seal validation
data to a [legal] person and confirms at least the name of
that person.

A certificate for electronic seal, that is issued by a qualified
trust service provider which confirms the identity of the
person to which the certificate is issued with a high level of
reliability

An advanced electronic seal that is created by a qualified
electronic seal creation device, and which is based on a
qualified certificate for electronic seal

An electronic attestation that makes it possible to
authenticate a website and links the website to the person
to whom the certificate is issued.

A Certification Service Provider licensed to provide a trust
service

A service listed in Clause 1 of Article (2) of this Regulation,
which is provided in accordance with the applicable
requirements laid down in this Regulation,

A Certification Service Provider licensed to provide a
qualified trust service, and which is granted a qualified
status by the Authority.

A service listed in Clause 2 of Article (2) of this Regulation,
which is provided in accordance with the applicable
requirements laid down in this Regulation

A person that acts on the basis of a certificate for electronic
signature or for electronic seal, on an electronic signature
or seal, or relies upon a trust service or a qualified trust
service.

Data in electronic form which binds other data in electronic
form to a particular time establishing evidence that the
latter data existed at that time and provided by a qualified
trust service provider

A qualified trust service that makes it possible to transmit
data between third parties by electronic means and provides
evidence relating to the handling of the transmitted data,
including proof of sending and receiving the data, that
protects transmitted data against the risk of loss, theft,
damage, or any unauthorized alterations

The process of verifying and confinning that electronic
data are valid according to the requirements of this
Regulation

The sole body in the State or in a foreign country that
performs accreditation with authority derived from the
State or the foreign country.

An audit conducted to determine the extent of conformity
of a target of evaluation with the conditions, rules,
procedures and standards adopted under this Regulation
and the decisions issued in implementation thereof.

The body that conducts a conformity assessment and
produces a conformity assessment repoit a based on the
controls and conditions set by the Authority

The report resulting from a conformity assessment and
issued by a conformity assessment body

Hardware or software, or relevant components of hardware
or software, which are intended to be used for the provision
of trust services.
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1.3.

1.4.

CHAPTER 2

ARTICLE 2

2.1,

2.2,
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A qualified trust service that ensures the receipt, storage,
retrieval, and deletion of electronic data in order to
guarantee their durability and legibility as well as to
preserve their integrity, confidentiality, and proof of origin
throughout the preservation period

Qualified electronic
archiving

Data uniquely representing a natural person which in itself
does not allow to infer any attribute or identification data
of that person, without the use of additional information
that is kept separately by the issuer of the data uniquely
representing the person and is subject to technical and
organizational measures to ensure this additional
information is not disclosed to unauthorized parties.

Pseudonym

Using uncommon symbols or signs thereby making
information intended to be passed or sent incomprehensible
by others, or using symbols or signs without which
information is not accessible

Encryption

Any employee working for the trust service provider or
qualified trust service provider and trusted to undertake or
assist in undertaking any of the duties, competences or
responsibilities of the trust service provider or qualified
trust service provider pursuant to the provisions of the
Law and this Regulation,

Trusted employee

Reliable Those systems, procedures, operations, human resources,
products, and services carry out their functions properly,
consistently, and reliably

Consumer A person acting for purposes other than those of his trade,

business or profession.

Place of business A non-transitory facility ot installation used to carry out the

business of trust services or qualified trust services

Any Decisions together with Annexures issued pursuant to this
Regulation shall form part of the Regulation.

Unless otherwise expressly stated to the contrary in this
Regulation, any requirement in this Regulation for something
to be communicated "in writing” or "digitally signed" includes
communication by email or any electronic process that the
Authority introduces.

TRUST SERVICE PROVIDERS AND
QUALIFIED TRUST SERVICE
PROVIDERS

TRUST SERVICE PROVIDERS AND
QUALIFIED TRUST SERVICE
PROVIDERS

Pursuant to the provisions of the Law and this Regulation, none
of the following trust services may be practiced and offered to
the public without a license granted from the Authority:

2.1.1 The issuance of certificates for website authentication
(TLS) and code signing.

The issuance of certificates for electronic signature.
The issuance of certificates for electronic seal.

The remote creation as a service of electronic
signatures and advanced electronic signatures.

The remote creation as a service of electronic seals and

advanced electronic seals.

2.1.2
2.13
2.1.4

2.1.5

Pursuant to the provisions of the Law and this Regulation, none
of the following qualified trust services may be practiced and
offered to the public without a license and a qualified status
granted from the Authority and included in the Qatar trusted
list referred to in Article 36 of this Regulation:

Loy Ly g Lol St Lgy 5855 Ay SKIT cliball 30l anial Aand
Ualitia Ll s Lo g LD e Aslaally Lgs gn gy Lailin (paniay
skt s 8 ik

i ) Andf
badaa

Ll an b and ¥ il 258 OS Ligrls Lt Jiad A it
e b alaTud ()50 ¢t I iy a5 f A iy g il
S A Ll yaeas 8 e e (S Ly liia V) o i)
O Sl pse lanal dpeglaty Bt il quzadsy 3 8 JS sl

Lol gae e 2l hY LY e slaall 538

s puad

el ol pall @il slaalt Jeng Lea dadls e GilaBle b ) ey aladiund st
Ll 530l plasial ooy A IS G Raseie 3 Ll f ol

e ghaall A Jgem sl 0 W L g il
chaciaall A cilerd piie 5 AEH e pdie o) Jang abise gl Galisa Lilh ga
o et gl alaly e b plill B saetudl g 250 ey
ASaY Uiy sadinall W Glort pafe f AN ilads pe L5 ga0e

AU 0ha y () il

catidly Bl ohpally Sldeadly el jaYly Lkl ol o
(B30 y (ualey puinaa S el y ileadlly

(5)asism

adiga g dlae o 45 jlad b pel g el e Y Cialy padid g gt

o b A clasd Jleed i) pasis Al e sbdine f sl Jaall jlga

Badiadl AEH

Leia §3ais Y e ja aiDU) o3gy 438 pall cilialall g eyl il JS8 1.3
adgat ol Mlaat A edgr Adleidl il W) AMS abid gl 14

o e gt ol iy S a0 e el 3 Loy " )
e Gl yum AT o Ll g cRisgll Lot £33 yEINH Jual s
REIYE)YEN

Cniadnalt A Ciladd (padha g AR Gladh adha - 2 Juadll

Cpaainalf AR cilasd adha g ABE Ciladd padha — 2 Balall

L1 g Al A ilona A gh 3o 5gm Y cAaiDUN oda 5 gl S Wy 2,
Aell (e 7 glan sk ) ()33 o genll

s cbledy Lis Y @il Gl cliled Jlasl 211
¢ eyt

s AOY) ol holgtll Slaal 2,12

ohs ST sl el jaa) 2,13

Ay KN clagiglly Ay Y claggll eldil dada 2.14
fan) e dadiiall

e dadiall A5 5 SEIPH 5A YN L SSIYY QLAY el Aard 2.1.5
Az

Baaiaall A8 Clladi (g gV A5 o Jgma Y A oda 5 i) S WEy 2.2
N cilarall oda dilm) s Al e Adine ddia iy pard i s Ll
A 138 (e 36 okl 84l e g LS Ay ) Al 4a8

4 0of 40



Communications |y iidira
Regulatory Authority [ ML _a_S5)I

2.2.1

222,

2.2.3.

2.24.

2.2.5.

2.2.6.
2.2.7.

228

2.2.9.
2.2.10.

22.11.

2.2.12.

2.2.13.

2.2.14.
2.2.15.
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The issuance of qualified certificates for electronic
signature

The issuance of qualified certificates for electronic seal
The remote creation as a service of qualified electronic
signatures

The remote creation as a service of qualified electronic
seals

The qualified validation of qualified eclectronic
signatures

The qualified validation of qualified electronic seals

The qualified preservation of qualified electronic
signatures

The qualified preservation of qualified electronic seals

The provision of qualified time stamps

The provision of qualified electronic signature creation
devices

The provision of qualified electronic seal creation
devices

The management of remote qualified signature creation
devices

The management of remote qualified seal creation
devices

The provision of qualified electronic archiving services

The provision of qualified electronic delivery services

CHAPTER 3 — LICENSING TRUST SERVICE PROVIDERS

AND QUALIFIED TRUST SERVICE
PROVIDERS

ARTICLE 3 - Application for licensing and, where applicable,

3.1

3.2.

qualified status

The Authority publishes all process, procedures, application
forms, and required information for licensing purposes on its
website or through any other methods it deems appropriate.

Any person wishing to provide trust services or as applicable
qualified trust services referred to in Atticle (2) shall submit a
request to such effect to the Authority to be granted by the
Authority a license and, as applicable, a qualified status. The
request shall be made on the application form prepared for this
purpose, and shall enclose the following documents therewith,
as the case may be:

3.2.1.

322,

Memorandum and articles of association pursuant to
the legislations applicable in the State.

The commercial registration or the commercial license,
or in case of governmental entity the legal evidence of
the entity's possession of a distinct legal personality,
which confers upon it the authority to acquire rights,
assume obligations, and pursue legal proceedings.
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3.3.

3.4.

3.5.

3.6.

Communications mJn-l-la-n-.m
Regulatory Authority [ CML_aa_J)I

State of Qatar | ) o 5 dJga

The commercial registration or the commercial license
should indicate all activities that the applicant is
authorized to provide.
The organization ownership details
organizational structure of the company.
Title of deeds or lease contract.
Accredited auditors' report on the company's financial
position for the last two years, or for the period since
its establishment until the date of submitting the
application, whichever is more recent.
Proof of payment of due fees.
A written declaration to the effect that all trusted
employees fulfil all pertinent requirements pursuant to
the Law and this Regulation, in addition to a detailed
statement of their qualifications and experience in the
field of trust services or as applicable qualified trust
services; with supporting documents.
A detailed description of the technical features or
specifications of products, information systems and
equipment for providing the trust services or qualified
trust services.
A comprehensive economic feasibility study, including
a 5-years business plan, for the provision of trust
services or qualified trust service for which a license is
requested. This shall include evidence of sufficient
financial resources, and of appropriate liability
insurance, in accordance with applicable laws.
3.2.10. A recent conformity assessment report issued, less than
one month prior the date of application, in compliance
with Article (17) of this Regulation, by a conformity
assessment body that confirms that the trust service
provider and the trust service it intends to provide, or
as applicable that the qualified trust service provider
and the qualified trust service it intends to provide fulfil
the requirements laid down in the Law and in this
Regulation.
If the applicant is licensed by any other sectorial
regulatory authority, the license application must
contain a no-objection from that regulatory authority
for the applicant to provide trust services.
3.2.12. A termination plan according to Article (16) of this
Regulation.
The license and, as applicable, the qualified status shall be
granted for each type of trust services or qualified trust
services.
The Authority may request the license applicant to provide any
additional information, data or documents it deems necessary,
as the case may be, in the form and the manner and at the time
as may be specified by the Authority.
The Authority may exempt the applicant from some of the
administrative licensing requirements set forth in Clauses
(3.2.1),(3.2.2), (3.2.3), (3.2.4), (3.2.5), (3.2.6), and (3.2.9).
Without prejudice of other provisions of this Regulation, as
regards the issuance to persons established in the State of Qatar
of certificates for website authentication (TLS) and certificates
for code signing by a foreign trust service provider, the
Authority issues a Decision establishing the licensing
conditions and recognition of such foreign trust service
providers.

3.23. with  the

3.24.
3.2.5.

3.2.6.
3.2.7.

3.2.8.

3.29.

3.2.11.
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ARTICLE 4 - License and qualified status validity

The license and, as applicable, the grant of the qualified status,
shall be valid for (2) two years effective from the date of grant,
and may be renewed for similar period(s) pursuant to the terms,
conditions, rules and procedures set out in the Law and this
Regulation.

ARTICLE 5 — Renewal

5.1

5.2.

Subject to the provisions stipulated in Article (3) hereof, the
licensed trust service provider or qualified trust service
provider shall submit the application for license renewal, and
as applicable qualified status renewal, at least (3) three months
prior to the expiry date of the current valid license and as
applicable qualified status.

The licensed trust service provider or qualified trust service
provider whose license has expired and, after (30) thirty days
of the license expiry date, either did not renew it or did not
notify the Authority of its intention to not renew it, shall be
considered in violation of this Regulation and shall be subject
to administrative penalties.

ARTICLE 6 — Fees

The applicant for license issuance, and as applicable for a
qualified status, or renewal shall pay the due fees. In case the
application is rejected, withdrawn by the applicant before a
decision on it is issued or if the license, and as applicable the
qualified status, are cancelled or suspended after being issued,
such fees shall not be refunded; unless the Authority decides
otherwise.

ARTICLE 7 — Verification by the Authority

The Authority shall receive and examine the application for
license issuance, and as applicable for qualified status
issuance, or renewal as well as the documents enclosed
therewith and shall verify ensure that it meets all related terms,
rules, procedures, specifications, and standards as set out in the
Law and this Regulation.

ARTICLE 8 — Decision of the Authority

8.1.

8.2,

8.3.

8.4.

The Authority shall, within (60) sixty days from the date on
which the application, data, information, and documents
required by the Authority, have been submitted completely,
issue a decision granting or renewing the license, and as
applicable the qualified status, or rejecting the application. The
applicant shall be advised of such decision in writing at its
address indicated on the application. In cases where more time
is required, the Authority shall inform the applicant with the
new time frame by the end of which the Authority will make
its decision.

In case of rejecting the license application, the rejection
decision shall be reasoned.

The elapse of the aforesaid period without a response shall be
construed as an implicit rejection of the application.

The concerned parties may lodge a grievance against such
decision to the Authority within (30) thirty days from the date
of being advised thereof.
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ARTICLE 9 - Inclusion in Qatar trusted list

If the license is granted, and as applicable the qualified status
is granted, the Authority shall record and maintain trust
services and qualified trust services related data in the Qatar
trusted list referred to in Article (36) of this Regulation.

ARTICLE 10 — License details
The license shall include the following data:

a) The name and, where applicable, registration number as
stated in the official records of the trust service provider
or qualified trust service provider.

b) The address of the trust service provider or qualified trust
service provider’s place of business.

¢) The license number, as applicable the qualified status, and
their issue date, validity period and expiry date.

d) Any terms, rules, procedures, provisions, or restrictions
imposed by the Authority pursuant to the provisions of the
Law and this Regulation.

CHAPTER 4 — SUSPENSION AND REVOCATION OF THE
LICENSE OF TRUST SERVICE
PROVIDERS AND OF QUALIFIED TRUST
SERVICE PROVIDERS

ARTICLE 11 - Suspension of a License

The Authority may suspend the trust service provider or
qualified trust service provider’s license if the trust service
provider or qualified trust service provider breaches any of the
provisions stipulated in the Law or this Regulation.

ARTICLE 12 - Revocation of a license

12.1. The Authority may revoke the license for trust service provider
or qualified trust service provider and trust services they
provide license in any of the following cases:

12.1.1. If the trust service provider or qualified trust service
provider becomes non-compliant with the terms,
controls and standards set out in the Law and this
Regulation.

If (6) six months elapse from the date the Authority
issues a decision to suspend the license and the trust
service provider or qualified trust service provider
does not remedy the reasons of suspension.

Upon a written request from the trust service provider
or the qualified trust service provider to stop its
business as a trust service provider or qualified trust
service provider.

If the trust service provider or qualified trust service
provider stops its business without notifying the
Authority.

12.1.2.

12.1.3.

12.1.4.

ARTICLE 13 - Notification of Suspension or Revocation
Decisions

13.1. The Authority shall notify the trust service provider or
qualified trust service provider in writing, or by any other legal
means, of the decision to suspend or to revoke the license.
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The notified decision shall include the reasons motivating the
decision for suspension or revocation, and in case of
suspension, the decision shall indicate the requirements [or the
suspended license to be reinstated and by when the notified
trust services provider or qualified trust services provider shall
meet those requirements.

Without prejudice to Clause 1 of this Article, the decision to
suspend or 1o revoke a license of a trust service provider or
qualified trust service provider shall be published on the
Authority's website and the Qatar trusted list shall be updated
in accordance with Article 15(3).

13.2.

ARTICLE 14 — Ineligibility following License Revocation

By no means shall any trust service provider or qualified trust
service provider whose license has been revoked obtain
another license as a trust service provider or qualified trust
service provider for a period of (5) five years starting from the
date of the revocation of its license unless the Authority
decides otherwise.

ARTICLE 15 — Suspended or revoked trust Service Providers or
qualified trust Service Providers

15.1. The trust service provider or qualified trust service provider,
whose license has been suspended or revoked, shall coordinate
with the Authority, and implement any decisions, instructions
or guidelines issued thereby until its suspended license is
reinstated or until the trust service provider or qualified trust
service provider completes the liquidation of its business or the
termination of its activities as a trust service provider or
qualified trust service provider.

In case of suspension of its license, the trust service provider
or qualified trust service provider shall stop immediately
accepting new users for their trust services or qualified trust
services while continuing to serve the existing users who have
subscribed to the concerned services before the suspension
decision.

In case of revocation of its license, the trust service provider or
qualified trust service provider shall be required by the
Authority to activate the termination plan for the services
mentioned in the license revocation decision.

In case of revocation of the license of a qualified trust service
provider, the qualified status of the provider shall be
withdrawn for the services that the license was revoked for,
and the Qatar trusted list shall be updated accordingly.

15.2.

15.3.

15.4.

CHAPTER 5 — TERMINATION OF TRUST SERVICE AND
TRUST SERVICE PROVIDERS AND
QUALIFIED TRUST SERVICE QUALIFIED
TRUST SERVICE PROVIDERS

ARTICLE 16 —Requirements for the termination of trust service
provider or qualified trust service provider and
the services they provide

16.1. The trust service provider or qualified trust service provider
shall not stop any trust service or qualified trust service or other
related activities without prior approval from the Authority.
When intending to terminate all or part of its activities as a trust
service provider or qualified trust service provider, such
provider shall follow the following procedure:

16.2.
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Notify the Authority at least (3) three months prior to
the planned date for terminating the concerned
activities, following means determined by the
Authority

Upon approval from the Authority, start termination
activities and notify concerned parties, including
relying parties and its subscribers in writing, of its
intention to terminate the concerned activities at least
(2) two months in advance.

After giving the notice mentioned in clause 16.2.2
above, the trust service provider or qualified trust
service provider shall allow subscribers appropriate
opportunity to switch to other trust service provider or
qualified trust service provider.

The Authority shall respond to the termination notification of
a trust service provider or qualified trust service provider
within (30) thirty days from receiving the notification, in cases
where more time is required the Authority shall inform the
provider with the new time frame.

When intending or be required by the Authority, in particular
as a consequence of a license revocation, to terminate all or
part of its activities as a trust service provider or qualified trust
service provider, such provider shall:

16.4.1.

16.4.2.

16.4.3.

Follow the procedures determined by the Authority
and activate the termination plan in accordance.

Not be waived from the obligations defined in the
Law, this Regulation, and other relevant Decisions
issued by the Authority in implementation thereof,
unless it obtains approval from the Authority.

take necessary measures to ensure that the termination
of the concerned trust service or qualified trust
service, or part thereof, does not cause disruption in
validating the trustworthiness of its outcomes that
would have been created before its effective
termination.

When activating the termination plan following the approval
and in accordance with the procedures determined by the
Authority, the provider shall:

16.5.1.

16.5.2.
16.5.3.

16.5.4.

16.5.5.

Revoke all subscriber's certificates or credentials
issued by the provider in the context of the service to
be terminated and that have not been revoked or have
not expired at the end of the notification period,
whether the subscribers have requested a revocation
or not.

Revoke all relevant certificates.

Destroy the use of all the provider's and users’
signature or seal creation data in case the provider is
providing remote management of qualified signature
or seal creation devices as a qualified trust service,
including any backups, in a way the signature or the
seal creation data cannot be retrieved again.

The provider shall continue to provide its service
during the time of termination plan activation and
shall not accept new users from the date of activating
the termination plan.

Retain all registers and electronic data related to its
activities as a trust service provider or qualified trust
service provider, and those related to the provision of
certificates in particular, and not to modify their
content until they are disposed of in accordance with
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the decisions, instructions, guidelines, or circulars
issued by the Authority.

16.5.6. Provide the Authority with all technical details related

to the data and its specifications.
Additionally, the trust service provider or qualified
trust service provider should provide the Authority
with a comprehensive report detailing all existing
active subscribers, including both Natural or legal
persons, any applicable expiry dates such as
certificate expiry dates, and communication plans
altering them about service termination.

16.5.7. Transfer the data, either wholly or partially, according
to the rules, procedures, and standards to be set by the
Authority, in such a manner that preserves consumers'
rights.

16.6. After terminating its activities as trust service provider or
qualified trust service provider, the provider shall take all the
necessary measures to maintain its registers, including when
applicable the certificates it had issued, for an appropriate
period of time with minimum of (7) years from the date of
closing down its activities, in accordance with the conditions,
tules, procedures, standards and terms to be determined by the
Authority.

16.7. Tn all cases, the trust service provider or qualified trust service
provider may not keep any copies of the registers and
electronic data resulting from practicing its activities as the
trust service provider or qualified trust service provider, for
any reason in relation to its terminated activities, after the
aforementioned period.

CHAPTER 6 — CONFORMITY ASSESSMENT STANDARDS
AND REQUIREMENTS

ARTICLE 17 — Conformity Assessments

17.1. The trust service provider or qualified trust service provider
shall be subject to all inspection, audit, and conformity
assessment processes as required pursuant to the provisions of
the Law and this Regulation, according to the method, in the
manner and at the time to be determined by the Authority.

17.2. The trust service provider or qualified trust service provider
shall submit any documents, data, papers, or information
required for the inspection, audit, and conformity assessment
processes, and shall respond to any questions or inquiries
raised by inspectors or the auditors to enable them to
accomplish their assigned duties.

17.3. The trust service provider or qualified trust service provider
shall be audited by a conformity assessment body at their own
expense at the following occasions:

17.3.1. Upon submitting the application for a license for the
first time.

17.3.2. Upon submitting a license renewal application every
two years.

17.3.3. At any other time as may be determined by the
Authority, at its sole discretion.

17.4. Without prejudice to the above, the Authority may at any time,
inspect, audit or request an inspector, auditor or conformity
assessment body to perform an inspection, an audit or a
conformity assessment of the trust service provider or qualified
trust service provider, at the expense of those providers, to
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confirm that they and the trust services and qualified trust
services provided by them fulfil the requirements laid down in
the Law and this Regulation, and in all other relevant Decisions
issued by the Authority in implementation thereof.

The purpose of the conformity assessment (audit) shall be to
confirm that the trust service provider or qualified trust service
provider and the trust services and qualified trust services
provided by them fulfil the requirements laid down in the Law
and this Regulation, and in all other relevant Decisions issued
by the Authority in implementation thereof.

Without prejudice of the clause 17.4, conformity assessment
bodies shall verify the following:

17.6.1.  Protection and ~information security policy.

17.6.2.  Physical security (access perimetets, controls, data
center).

17.6.3.  Information communication technology
infrastructure (network and systems).

17.6.4.  Electronic storage capacity, information, and data
repositories.

17.6.5. trust services and qualified trust services quality
management system (e.g., lifecycle management,
delivery, issuance).

17.6.6.  Availability of trust service practice statement or
qualified trust service practice statement and
compliance with the applicable policies and
regulations.

17.6.7. Compliance with the guidelines and technical
requirements issued by the Authority.

17.6.8.  Agreements concluded with authorized signatories
and other trust service providers or qualified trust
service providers.

17.6.9. Compliance with the license terms.

17.6.10. Compliance with the provisions of the Law and this
Regulation, and all other relevant Decisions issued
by the Authority in implementation thereof.

17.6.11. The trust service provider or qualified trust service
provider acts in accordance with the data it submits
in relation to practicing its business.

17.6.12. Any other activities undertaken by trust service

provider or qualified trust service provider.
The licenced trust service provider or licenced qualified trust
service provider shall submit the resulting conformity
assessment report to the Authority within the period of (5) five
working days after receiving it.
Conformity assessments reports shall be issued according to
the procedures and specifications determined by the Authority.

If it is proven, in the inspection or audit report or in the
conformity assessment report, that a trust service provider or
qualified trust service provider has not met the conditions,
rules, procedures and standards related to its business and
provision of trust services or qualified trust services pursuant
to the provisions of the Law, this Regulation, and all other
relevant Decisions issued by the Authority in implementation
thereof, the Authority may reject the application for license
issuance or renewal, or suspend or revoke such license, and as
applicable withdraw the qualified status, as the case may be.

ARTICLE 18 — Conformity Assessment Bodies

18.1.

Conformity assessment bodies shall be accredited and
registered by the competent authority, and further approved by
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the Authority, for conducting conformity assessments for the
purposes of implementing the related provisions of the
Regulation, the decisions issued by the Authority in
implementation thereof, and the requirements of the concerned
authorities.

Conformity assessment bodies shall avoid any conflict of
interest whether actual or potential when conducting the
assessment. The Authority defines the requirements for this.

Conformity assessment bodies shall prepare a conformity
assessment report including the results and findings of their
works and shall submit it to the assessed trust service provider
or qualified trust service provider within (10) business days
from the date of completing the conformity assessment.

The Authority issues the Decisions for the technical
requitements that conformity assessment bodies shall conform
to, including:

18.4.1. Mechanisms and criteria for the approval of

conformity assessment bodies.

18.4.2. Audit rules to be adhered to by conformity
assessment bodies while evaluating the compliance
trust service providers or qualified trust service
providers and the trust services or qualified trust

services they provide.

OBLIGATIONS OF TRUST SERVICE
PROVIDERS AND QUALIFIED TRUST
SERVICE PROVIDERS

ARTICLE 19 — General obligations

19.1.

Trust service providers or qualified trust service providers, and
applicants for a corresponding license and its renewal, must
meet the following conditions:

19.1.1. Have a commercial registration or a commercial
license.

Be resident in the State, including being a branch of a
trust service providers or qualified trust service
providers whose head office is established outside the
State.

Be solvent by way of owning financial resources not
less:

a) than QAR 5,000,000 (Qatari Riyal five million)
for qualified trust service providers.

b) than QAR 500,000 (Qatari Riyal five hundred
thousand) for trust service providers.

19.1.2.

19.1.3.

19.1.4. Demonstrate sufficient financial capacity or have
insurance covering its work related to the provision of
trust services or qualified trust services, against any
potential financial loss pursuant to the pertinent laws,
systems, and legislations applicable in the State.
Neither the provider or applicant provider, nor any of
its trusted employees, may be an owner of or a
shareholder in any company that is considered by the
Authority as having a potential to mitigate or limit fair
competition.

Have good reputation and conduct, and no final
judgment has been pronounced against the trust
service provider or qualified trust service provider in

19.1.5.

19.1.6.
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a crime violating honor or trust; unless it has been
rehabilitated.

19.1.7. Ensure lawful processing of personal data in
accordance with the Law, this Regulation, and the
applicable laws of the State.

19.1.8. Have an up-to-date termination plan to ensure
continuity of service in accordance with provisions
verified by the Authority and with Article (16).

19.1.9. Provide physical protection for the place of business
and the information system used or the provision of
trust service or qualified trust service against
tampering or illegal or unauthorized access.

19.2. Those terms shall continue to be met by any throughout the
validity period of the license.

19.3. In all cases, trust service providers or qualified trust service
providers, and applicant for license issuance or renewal, shall
abide by all rules, terms, standards, decisions, procedures,
instructions, and specifications be issued by the Authority from
time to time pursuant to the provisions of the Law and this
Regulation, as well as by all legislations pertinent to its work
as a trust service provider or qualified trust service provider.

ARTICLE 20 — Abiding by specifications and standards

20.1. In providing a trust service or a qualified trust service they are
licensed for, the trust service providers or qualified trust
service providers shall abide by all conditions, rules,
procedures, standards, pertinent to the provision of such
service, as set out in the Law and this Regulation. They shall
particularly adhere to technical standards approved by the
Authority, including procedures, systems, and processes of
encryption. These standards may be amended by the Authority
from time to time, provided that the trust service provider or
qualified trust service provideris advised of such amendments.

20.2. Trust service providers or qualified trust service providers shall
take all the actions necessary to ensure meeting all terms,
requirements and standards required by any government or
semi-governmental body to which the trust service provider or
qualified trust service provider provides trust services or
qualified trust services within the framework of its business.

ARTICLE 21 — Risk management and information security

21.1. Trust service providers or qualified trust service providers shall
take appropriate technical and organizational measures to
manage the risks posed to the security of the trust services or
qualified trust services they provide. Having regard to the latest
technological developments, those measures shall ensure that
the level of security is commensurate to the degree of risk.
Measures shall be taken to prevent and minimize the impact of
security incidents and inform stakeholders of the adverse
effects of any such incidents.

21.2. Without prejudice to Clause 1 of this Article, trust service
providers or qualified trust service providers shall:

21.2.1. Take all necessary action to ensure that all systems,
processes, procedures, employees, apparatuses,
equipment, products, and services meet the approved
rules, procedures, standards and requirements based
on international security standards and the decisions,
instructions and guidelines issued by the Authority in
this regard. In this respect:

a) qualified trust service providers shall submit a
conformity assessment report to the Authority
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certifying such compliance against ISO/IEC
27001 standard upon applying for issuing a new
license or renewing a valid license.

b) trust service providers shall submit a conformity
assessment report to the Authority evaluating such
compliance, in line with ISO/IEC 27001 standard
or any equivalent international standard, upon
applying for issuing a new license or renewing a
valid license.

¢) Ensure compliance to national cybersecurity
regulations and requirements

21.2.2. Use approved and reliable measures, trustworthy
systems and products that are protected against
modification in all its activities and ensure the
technical security and reliability of the processes
supported by them.

Apply administrative and management procedures
which correspond to international standards and adopt
the utmost degree of caution and diligence in
performing all activities, to perform such activities
efficiently, honestly, and reliably.

Trust service providers or qualified trust service providers shall
take appropriate measures against forgery and theft of data.
Trust service providers or qualified trust service providers
issuing certificates as a trust service or qualified trust service,
shall use reliable means for issuing, delivering, and storing
certificates, and taking sufficient and appropriate measures to
protect certificates against fraud, forgery, tampering,
distortion, confidentiality violation or illegal or unauthorized
access.

Trust service providers or qualified trust service providers shall
use encryption, or any other technology, as a means for
protecting electronic transactions for the purpose of
maintaining confidentiality of information and data,
identifying the creator's personality, and preventing third
parties from accessing information or messages, intercepting
them, or preventing the respective addressee from receiving,
distorting them, or modifying them by deletion or addition.
Trust service providers or qualified trust service providers shall
have a well-defined key management process which includes
dedicated key management ceremonies.

Trust service providers or qualified trust service providers shall
use one or more of the following methods for protecting the
information systems used for the provision of their trust
services or qualified trust services:

21.2.3.

21.7.1. Public key encryption.

21.7.2. Access control mechanisms.

21.7.3. Firewalls and network security filtering devices.

21.7.4. Information filters.

21.7.5. Blocking denial set.

21.7.6. Data encryption technologies.

21.7.7. Backup and recovery (procedures) protection
measures.

21.7.8. Malware protection mechanisms (software, hardware)

21.7.9. Any reliable and trustworthy method or means of the

technologies  related to  preventing  security
penetration attempts as required or allowed by the
Authority.

ARTICLE 22 — Incident and breach notifications

22.1.

Trust service providers or qualified trust service providers shall
without undue delay but in any event within (24) hours after
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having become aware of it, certain of it or getting presumed
knowledge of it, notify the Authority and, where applicable,
other relevant bodies, such as National Cyber Security Agency
of any breach of security, whether physical or electronic, or
loss of integrity that has a significant impact on the trust service
ot qualified trust service provided or on the personal data
maintained therein.

Where the breach of security or loss of integrity is likely to
adversely affect a natural or legal person to whom the trust
service or qualified trust service has been provided, the trust
service provider or qualified trust service provider shall also
notify the natural or legal person of the breach of security or
loss of integrity without undue delay.

Where appropriate, the Authority shall inform the public or
require the trust service provider or qualified trust service
provider to do so, where it determines that disclosure of the
breach of security or loss of integrity is in the public interest.

Maintaining registers and data storage

Trust service providers or qualified trust service providers shall
use trustworthy systems to register or store data provided to it,
in a verifiable form so that:

23.1.1. they are publicly available for retrieval only where the
consent of the person to whom the data relates has
been obtained,

only authorized persons can make entries and changes
to the stored data,

the data can be checked for authenticity.

23.1.2.

23.1.3.

Trust service providers or qualified trust service providers shall
keep reliable, complete, and accurate registers for all processes
related to the provision of trust services or qualified trust
services, in particular when issuing certificates for electronic
signature, for electronic seals or for website authentication, the
processes of issuing, renewing, suspending, or revoking
certificates.

When issuing certificates of qualified certificates for electronic
signatures, certificates or qualified certificates for electronic
seal, trust service providers or qualified trust service providers
shall establish and keep updated a certificate database.

Trust service providers or qualified trust service providers shall
allow registers to be continuously accessible for electronic
review by the concerned parties by using regular precautionary
backup and taking all necessary action and employing all
sufficient and appropriate means to protect data from any
unauthorized alteration.

trust service providers or qualified trust service providers shall
record and keep accessible for an appropriate period, including
after the activities of the trust service provider or qualified trust
service provider have ceased, all relevant information
concerning data issued and received by the trust service
provider or qualified trust service provider, in particular, for
the purpose of providing evidence in legal proceedings and for
the purpose of ensuring continuity of the service. Such
recording may be done electronically and retained for a period
of two (2) years.

trust service providers or qualified trust service providers shall
keep all registers, related to performance of their work, in
accordance with the standards, rules and procedures set out in
the Law and this Regulation, and shall particularly adhere to
the following:
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Keeping registers in any appropriate form required by
the Authority, provided that the registers are accurate,
complete, legible, accessible, and usable by
concerned parties.

Providing means that enable concerned parties to use
the registers in a timely and appropriate manner.
Preparing an archive for the purpose of classifying,
storing, keeping, copying, and archiving all registers
and files related to the trust service provider or
qualified trust service provider's work, as well as the
data, information or, as applicable, certificates
associated therewith. The trust service provider or
qualified trust service provider shall have available
mechanisms for accessing such archives for an
appropriate period of time with minimum of (7) years,

and shall ensure compliance with all related
requirements, rules, procedures, and technical
standards.

When the trust service or qualified trust service
consist of issuance of certificates or qualified
certificates, the archive shall, particularly, contain the
data related to such certificates, including the
identification process used in the event a person
requests a certificate from the trust service provider or
qualified trust service provider, ethe issuance process
of electronic signature or electronic seal creation data,
the alternative technical processes used for the
purpose of providing the trust service or qualified trust
service, electronic information  management,
information systems, place of business and network
facilities of the trust service provider or qualified trust
service provider.

ARTICLE 24 — Business Continuity

Trust service providers or qualified trust service providers shall meet
all safety and security standards, terms and requirements in the place
of business and in the information, system used to provide their trust
service or qualified trust services in such a manner that guarantees
continuity of business upon the occurrence of a failure or a disorder
in any apparatuses, by using apparatuses, servers and storage units’
duplicity technology.

ARTICLE 25 — Data on Practices

25.1.

25.2.

Trust Service Provider or qualified trust service provider shall
use trustworthy systems to register or store data provided to it,
in a verifiable form so that:

25.1.1.

25.1.2,

25.1.3.

Preparing, reviewing, auditing, and updating the data
on regular basis and maintain a copy thereof in its
database and on its website in accordance with the
related rules, procedures and standards set out in the
Law and this Regulation.

Presenting an updated copy of such data upon
applying for issuing or renewing the license.
Registering all changes which may occur to such data
promptly upon their occurrence and retaining a copy
thereof in its database and on its website, in addition
to advising the Authority in writing of any changes
which occur to such data within (15) fifteen days from
the occurrence of such change.

Trust service provider or qualified trust service providers shall
have an electronic storage space on the internet to enable it to
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perform their work, and such storage space shall meet have the
following features:

25.2.1. To be continuously accessible to the public, with
disconnection of any service related to the storage
space, whether scheduled or non-scheduled, not
exceeding one hour at any time; and provided that the

service availability percentage does not drop below:

a)  99.95% per annum for qualified trust service
providers.
b)  99.5% per annum for trusts service providers.

25.2.2. The storage space must include sufficient, complete,

and accurate information about the following:

a) The declaration of practices and policies
relevant to the provision of trust service or
qualified trust services that the trust service
provider or qualified trust service provider

provides.

b) Any information, data, documents,
clarifications,  prerequisites, instructions,
standards, or requirements which the Authority
may require

25.2.3. When issuing certificates or qualified certificates as a
trust service or qualified trust service, the information
referred to in the previous point shall include:

a) Issued certificates and all data, information,
documents, or papers related thereto.

b) Lists pertaining to the revocation of issued
certificates.

c) A complete archive of the certificates that have
been revoked, or which have expired, for an
appropriate period of time with minimum of (7)

years,
d) Any information, data, documents,
clarifications,  prerequisites,  instructions,

standards, or requirements which the Authority

may require.
Trust service providers or qualified trust service providers are
responsible for providing the trust service or qualified trust
service according to the procedures defined in the practice
statement and service policy. In case where the service is
partially or completely provided by other parties, the trust
service provider or qualified trust service provider shall
determine the responsibilities of these other parties and ensure
their compliance and commitment to requirements required by
the trust service provider or qualified trust service provider.
The trust service or qualified trust service policies and practice
statements shall follow the requirements related to their
content and structure as defined by the Authority Decisions.

ARTICLE 26 — Trusted employees

26.1.

Trust Service Provider or qualified trust service providers shall
employ staff and, if applicable, subcontractors who possess the
necessary expertise, reliability, experience, and qualifications,
who have received appropriate training regarding security and
personal data protection rules, and who fulfil all requirements
of qualification, experience and all other standards and
prerequisites stipulated in the Law and this Regulation.
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26.2. Trust Service Provider or qualified trust service providers shall
ensure that no trusted employee shall have any interests or
relations that conflict with his work.

Trust Service Provider or qualified trust service providers shall
maintain a register showing complete data of all its employees,

and, if applicable, subcontractors.

26.3.

ARTICLE 27 — Accessibility for persons with disabilities

Where feasible, trust services or qualified trust services and end-user
products used in the provision of those services shall be made
accessible for persons with disabilities.

ARTICLE 28 — Merger

28.1. Trust service providers or qualified trust service providers may
not merge ot have joint liability with any third party except
after furnishing the Authority of the consequences on the
services and clients.

The Authority shall have the right to take the action it deems
appropriate considering the content of such notice and the
potential impact of such merger or of joint liability on the terms
of granting the license or on the interests of related parties.

28.2.

ARTICLE 29 — Notification of changes

29.1 Trust service provider or qualified trust service provider shall
notify the Authority of any modification in the data pertinent
to its work as a trust service provider or qualified trust service
provider within (15) fifteen days from the date on which such
modification has occurred.

29.2 The modifications referred to in the previous Clause shall
include at least any modification regarding:

29.2.1. Information about the entity, ownership, and place of
business for the trust service provider or qualified
trust service provider within the State.

29.2.2. Technical, financial, or management capability to
manage and operate the services defined in the
license.

29.2.3. The procedures related to the user’s identity
verification for the trust services or qualified trust
services users.

29.2.4. The systems related to the provision of the trust
service or qualified trust services.

29.2.5. The termination plan.

29.3 The Authority defines through Decisions the means by which

the trust service provider or qualified trust service provider
may notify modifications referred to in Clause 1 of this Article.

CHAPTER 8 — CONSUMER PROTECTION

ARTICLE 30 — Consumer Protection

30.1. Without prejudice to the provisions of Law No. (8) of 2008
regarding Consumer Protection, and applicable national laws:

30.1.1. Trust Service Provider or qualified trust service
providers shall take all the necessary action to ensure
fulfilment of all conditions, rules, procedures and

standards related to protecting privacy, personal
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information and data security in accordance with the
provisions of the Law and this Regulation.

Trust Service Provider or qualified trust service
providers shall, before entering into a contractual
relationship, inform, in a clear and comprehensive
manner, any person seeking to use any trust service or
any qualified trust service of the precise terms and
conditions regarding the use of that service, including
any limitations on its use, and must collect the user
consent on the terms of service before the service
provisioning.

The compensation received by the trust service
provider or qualified trust service provider against the
trust services or qualified trust services and works
they provide to their customers must be reasonable
and appropriate to the nature and type of such
services, and in consistency with the best international
and regional practices. The Authority shall have the
right to review such compensation from time to time.
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ARTICLE 31 —Consumer grievances, complaints, and inquiries

KINN

31.2.

31.3.

31.4.

31.5.

31.6.

The trust service provider or qualified trust service provider
shall provide adequate information to consumers regarding the
reporting of any grievances, complaints, and inquiries in
respect of any of the activities and services it renders, in terms
of the form of grievances, complaints, and inquiries, the data
they should contain, as well as the method, the time and the
place for lodging it, through a clear and transparent
mechanism and according to predefined procedures.

The trust service provider or qualified trust service provider
shall keep a special register to record consumers' grievances,
complaints, and inquiries in a serialized manner in order of
receipt of such grievances and shall deal with such grievances
in an effective and transparent manner.

The trust service provider or qualified trust service provider
shall decide on grievances, complaints, and inquiries within a
reasonable service level and duration from the date of
receiving them from the consumers and shall advise the
consumer of the result of examining the grievances,
complaints, and inquires and the action taken in respect
thereof.

The trust service provider or qualified trust service provider is
mandated to ensure any service level or duration for handling
the received consumer grievances, complaints, and inquiries is
fair and in a reasonable duration and doesn't affect the
consumer business.

The Authority has the right to impose a specific service level
or duration for each nature of service if needed based on the
Authority monitoring and the reported consumer grievances,
complaints, and inquires.

If the trust service provider or the qualified trust service
provider does not provide a satisfactory Decision to the
consumers grievances or complaints, or the case remains open
for a long period without action or Decision being taken by the
trust service provider or qualified trust service provider, or as
defined by the criteria in the regulatory consumer complaints
process and procedures issued by the Authority, the consumer
may submit a written grievance or complaint in this regard to
the Authority.

The Authority shall issue a Decision establishing the process
and procedures for handling consumer complaints.

The Authority may take any action or issue any instructions to
the trust service provider or qualified trust service provider
regarding the consumer grievances or complaints, in
accordance with the authorities and competences assigned
thereto in this respect by the provisions of the Law and this
Regulation.

ARTICLE 32 — Consumer Consent

32.1.

A trust service provider or qualified trust service provider
wishing to obtain an explicit consent from a consumer to send
commercial electronic messages shall specify the following
issues when requesting such consent:

32.1.1. The purpose of requesting the consumer’s consent.
32.1.2. Sufficient information about the service provider's
identity.
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The consumer who receives commercial electronic
communications from a trust service provider or qualified trust
service provider may withdraw such consent by sending a
notice to the provider mentioning its wish not to receive
further electronic communications; and the provider shall
immediately stop sending any electronic messages to such
consumer.

32.3. The electronic communication should include precise
information about the way the consumer can contact the trust
service provider or qualified trust service provider,

CHAPTER 9 - SUPERVISORY TASKS OF THE

AUTHORITY ON TRUST SERVICE
PROVIDERS AND QUALIFIED TRUST
SERVICE PROVIDERS

ARTICLE 33 - Supervision

33.1.

33.2.

The Authority shall supervise Trust service providers and
qualified trust service providers to ensure, through ex ante and
ex post supervisory activities, that those qualified trust service
providers and the qualified trust services that they provide
meet the requirements laid down in the Law, in this
Regulation, and in all relevant Decisions issued by the
Authority in implementation thereof;

For the purpose of the previous Clause, and without prejudice
of Article (44) of the Law, and in accordance with the
provision of the Law and this Regulation, the tasks of the
Authority shall include in particular:

33.2.1. To grant, renew, suspend, and revoke licenses to
trust service provider or qualified trust service
provider for the provision of trust service or qualified
trust services.

To grant and withdraw qualified status to qualified
trust service provider for the provision of qualified
trust services.

To evaluate conformity assessment reports, carry out
audits or request, at its own discretion and at the
expenses of the trust service provider or qualified
trust service provider, a conformity assessment body
to perform a conformity assessment of the trust
service provider or qualified trust service provider.

33.2.2,

33.2.3.

33.2.4. To cooperate with competent authorities, as per law,
to regulate acts or procedures pertinent to Personal
Data Processing and supervision, in particular, by
informing them, about the results of audits of trust
service providers or qualified trust service providers,
where personal data protection rules appear to have
been breached.

To verify the existence and correct application of
provisions on termination plans in cases where the
trust service provider or qualified trust service

33.2.5.

provider ceases its activities, including how
information is kept accessible.
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33.2.6. To require that trust service provider or qualified
trust service providers remedy any failure to fulfil
the requirements laid down in the Law, in this
Regulation, and in all relevant Decisions issued by

the Authority in implementation thereof.

ARTICLE 34 — Examination of grievances

34.1. Without prejudice to the provisions set out in Article (64) of
the Law, the Authority may, either independently or in
cooperation with any competent authority, examine any
grievance or claim that may be lodged against any of the trust
service providers or qualified trust service providers, their
officers, representatives or trusted employees, pursuant to the
provisions of the Law and this Regulation.

34.2. The Authority shall have the right, if it is the opinion that a
grievance or a claim filed against any trust service provider or
qualified trust service provider is serious or valid, to take all
the necessary action, decisions and measures in light of the
provisions of the Law and this Regulation.

ARTICLE 35 — Record of Trust Service Provider or Qualified
Trust Service Providers

Without prejudice to the provisions set out in Article (41) of this
Regulation, the Authority shall create a general record for trust
service providers or qualified trust service providers in the State and
shall maintain it in a hardcopy and an electronic copy, and such
record shall include all data, papers and documents related to trust
service provider or qualified trust service providers.
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CHAPTER 10 - QATAR TRUSTED LIST

ARTICLE 36 — Qatar Trusted List

36.1.

36.2.

36.3.

36.4.

The Authority shall establish, maintain, and publish on its
website a list called the “Qatar trusted list”.

The Qatar trusted list shall include information about the trust
service providers or qualified trust service providers, the trust
services or qualified trust services they provide and the full
history of their qualified status as applicable.

The information referred to in clause (36.2) shall be based on
the information provided by the concerned trust service
provider or qualified trust service providers, confirmed by the
cotresponding conformity assessment reports issued by
conformity assessment bodies, and verified prior its inclusion
in the Qatar trusted list by the Authority, in conformance with
the Law, this Regulation, and all other relevant Decisions
issued by the Authority in implementation thereof.

The Authority shall issue by means of Decisions all standards,
technical specifications, and procedures related to the Qatar
trusted list such as the format, content, list publication
mechanism, maintenance, update, list consumption and use by
relying parties.

CHAPTER 11 — TRUST MARK FOR QUALIFIED TRUST
SERVICES

ARTICLE 37 — Qatar trust mark for qualified trust services

37.1.

37.2.

The Authority shall establish, maintain, and publish on its
website the specifications with regards to the form, and in
particular the presentation, the composition, the colors, the
size, and the design of the Qatar trust mark for qualified trust
services.

Qualified trust service providers may use the Qatar trust mark
for qualified trust services provided that:

37.1.1. They have obtained a qualified status and all required
licenses as confirmed in the Qatar trusted list.

37.1.2. They indicate in a simple, recognizable, not
misleading, and clear manner the qualified trust
services they are licensed and have received a
qualified status for.

37.2.3. They hyperlink the Qatar trust mark to the relevant
part of the Qatar trusted list confirming they have a
valid corresponding license and qualified status, in
line with decisions and instructions of the Authority.
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CHAPTER 12 — INTERNATIONAL ASPECTS

ARTICLE 38 — International Aspects

38.1.

38.2.

38.3.

without prejudice of Article (42) of the Law, qualified trust
services provided by qualified trust service providers
established in a foreign country may be recognized as legally
equivalent to qualified trust services provided by qualified
teust service providers established in the State following the
approval by the Authority for such purposes.

When taking approval decisions referred to in the previous
Clause, the Authority shall verify and ensure, in particular,
that:

38.2.1. The requirements for foreign qualified trust service
providers in the foreign country, and the requirements
for the qualified trust services they provide are
equivalent to the requirements applicable for qualified
teust service providers established in the State and the
qualified trust services they provide.

The qualified trust service providers in the foreign
country and the qualified trust services they provide
must be approved by an authorized competent
authority in their native country; provided that there is
a mutual recognition agreement between the foreign
competent authority and the Authority.

38.2.2.

Approval decisions referred to in the first clause shall be done
at a country or a region level, upon mutual agreements between
the competent authorities.

CHAPTER 13 - ELECTRONIC SIGNATURES

ARTICLE 39 — Legal effect of electronic signatures

39.1.

39.2.

39.3.

An electronic signature shall not be denied legal effect and
admissibility as evidence in legal proceedings solely on the
grounds that it is in an electronic form or that it does not meet
the requirements for advanced or qualified electronic
signatures.

A qualified electronic signature shall have the equivalent legal
effect of a handwritten signature.

Advanced electronic signatures that meet those standards,
specifications, and procedures referred to in Clause 2 of
Article (40) shall satisfy the provisions of Article (28) of the
Law.

ARTICLE 40 - Advanced Electronic Signatures

40.1.

40.2.

An advanced electronic signature shall meet the following

requirements:

a) Itis uniquely linked to the signatory.

b) It can identify the signatory.

¢) It is created using electronic signature creation data that
the signatory can, with a high level of confidence, use
under its sole control to create the electronic signature.

d) [tislinked to the digital data to which it relates in such a
way that any subsequent change in this digital data is
detectable.

The Authority shall issue a Decision establishing the technical
standards, specifications, and procedures for advanced
electronic signatures.
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The remote creation of electronic signatures and advanced
electronic signatures as a trust service may only be provided
by a trust service provider that:

40.3.1. Uses procedures and technologies, in compliance with
the provisions of this Regulation, and other
requirements issued by the Authority by means of
Decisions.

Allows signatories to receive the correct result of the
creation process in an automated manner, reliable, and
efficient.

Define the policies and practice statements for the
provisioning that trust service. These policies and
practice statements shall follow the requirements
related to their content and structure as they are
specified in Decisions issued by the Authority.

The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of Clause (40.3).

The remote creation of qualified electronic signatures as a
qualified trust service may only be provided by a qualified
trust service provider that:

40.3.2.

40.3.3.

40.5.1. Uses procedures and technologies, in compliance with
the provisions of this Regulation, and other
requirements issued by the Authority by means of
Decisions.

40.5.2. Allows signatories to receive the correct result of the
creation process in an automated manner, reliable, and
efficient,

40.5.3. Define the policies and practice statements for the

provisioning that qualified trust service. These
policies and practice statements shall follow the
requirements related to their content and structure as
they are specified in Decisions issued by the
Authority.
The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of Clause (40.5)
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ARTICLE 41 - Qualified certificates for electronic signature

41.1.

41.2.

41.3.

41.4.

41.5.

41.6.

Without prejudice to Article (35) of the Law, when issuing a
qualified certificate for electronic signature for a qualified trust
service, a qualified trust service provider shall verify, by
appropriate means and in accordance with applicable law, the
identity and, if applicable, any specific attributes of the person
to whom the qualified certificate is issued.

The information referred to in the first clause of this Article
shall be verified by the qualified trust service provider either
directly or by relying on a third party in accordance with
national law:

41.2.1. Through the physical presence of the natural person
or of an authorized representative of the legal person
by following appropriate procedures.

By using identification methods, including remotely,
which ensure the identification of the person with a
high level of confidence, including at a minimum a
reliable guarantee and equivalent assurance in terms
of reliability to personal attendance, the conformity of
which shall be confirmed by a conformity assessment
body.

by means of a certificate of a qualified electronic
signature issued in compliance with clause (41.2.1) or

(41.2.2).

41.2.2.

41.2.3.

The Authority shall issue a Decision establishing the technical
standards, specifications, and procedures for the verification of
identity and attributes in accordance with paragraphs (1) and
(2) of this Article.

When a qualified trust service provider issuing qualified
certificates for electronic signature decides to revoke a
certificate based on its decision or due to a request from
certificate owner, it shall register such revocation in its
certificate database and publish the revocation status of the
certificate in a timely manner, and in any event within (24)
hours after the receipt of the revocation request. The
revocation shall become effective immediately upon its
publication.

With regard to Clause (4) of this Article, qualified trust service
providers issuing qualified cettificates for electronic signature
shall provide to any relying party information on the validity
or revocation status of these qualified certificates issued by
them. This information shall be made available at least on a
per certificate basis at any time and beyond the validity period
of the certificate and for at least (15) fifteen years after
certificate expiry, in an automated manner that is reliable, free
of charge and efficient.

The qualified certificate for electronic signature shall contain:

41.6.1. An indication, in a form suitable for machine

processing, that the certificate has been issued as a

qualified certificate for electronic signature.

A set of data unambiguously representing the

qualified trust service provider issuing the qualified

certificates, including at least a reference to Qatar as

the State in which that provider is established and the

name and identification number of the provider as it

appears in official records.

A set of data unambiguously representing the

signatory, with at least either:

(a) the full name of the signatory and, where
applicable, identification number as stated in
the official records, or

41.6.2.

41.6.3.
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(b) a pseudonym: if a pseudonym is used, it shall
be clearly indicated.

41.6.4. Electronic signature validation data that corresponds
to the electronic signature creation data.

41.6.5. Details of the beginning and end of the certificate’s
period of validity.

41.6.6. The certificate identity code, which must be unique
for the qualified trust service provider.

41.6.7. The qualified electronic signature or the qualified
electronic seal of the issuing qualified trust service
provider.

41.6.8. The location where the qualified certificate for
electronic signature or electronic seal supporting the
qualified electronic signature or qualified electronic
seal referred to in point (41.6.7) is available to be
accessed for free.

41.6.9. The information or location of the services that can be
used to enquire about the validity status of the
qualified certificate.

41.6.10. Where the electronic signature creation data related to
the electronic signature validation data is located in a
qualified electronic signature creation device, an
appropriate indication of that, at least in a form
suitable for automated processing.

Qualified certificates for electronic signature may include non-

mandatory additional specific attributes. Those attributes shall

not affect the interoperability and recognition of qualified
electronic signatures.

Temporary suspension of qualified certificates for electronic

signature, or of their validity, after they have been activated, is

prohibited.

The Authority shall issue a Decision establishing the technical

standards,  specifications, and procedures for the

implementation of the provisions of this article and the
issuance of certificates for electronic signature.

ARTICLE 42 — Revocation of qualified certificates for electronic

42.1.

42.2.

42.3.

signature

The qualified trust service provider shall revoke the qualified
certificate for electronic signature immediately upon the
occurrence of any of the following cases:

42.1.1. 1f the certificate holder requests its revocation

42.1.2. If the provider knows of the demise of the natural
person or the dissolution or liquidation of the legal
person holding the certificate.

The qualified trust service provider shall be liable for the

damages resulting from its negligence in taking the necessary

action to revoke qualified certificates for electronic signature,

pursuant to the provisions set out in the above paragraph.

If a qualified certificate for electronic signatures has been

revoked after initial activation, it shall lose its validity from the

moment of its revocation, and its status shall not in any

circumstances be reverted.
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CHAPTER 14— QUALIFIED ELECTRONIC SIGNATURE OR
ELECTRONIC SEAL CREATION DEVICES

ARTICLE 43 — Requirements for qualified electronic signature

43.1.

or electronic seal creation devices

Qualified electronic signature or electronic seal creation
devices shall:

43.1.1. Ensure, by appropriate technical and procedural

means, that at least:

(a) the confidentiality of the electronic signature
creation data used for clectronic signature
creation is reasonably assured,

the electronic signature creation data used for
electronic signature creation can occur only
once;

the electronic signature creation data used for
clectronic signature creation cannot, with
reasonable assurance, be derived and the
electronic signature is reliably protected against
forgery using currently available technology;
the electronic signature creation data used for
electronic signature creation can be reliably
protected by the legitimate signatory against
use by others

Not alter the data to be signed or prevent such data
from being presented to the signatory prior to signing.

(b)

(©)

(d)

43.1.2.

ARTICLE 44 — Provisioning of qualified electronic signature or

44.1.

442

44.3.

44.4.

44.5.

electronic seal creation devices

The provision of qualified electronic signatures or qualified
electronic seals creation devices to signatories and seal
creators as a qualified trust service may only be provided by a
qualified trust service provider which abide by the
requirements established by the Authority by means of a
Decision.

The qualified trust service provider shall define the policies
and practice statements for the provisioning of qualified
electronic signatures or electronic seals creation devices as a
qualified trust service. These policies and practice statements
shall follow the requirements related to their content and
structure as they are specified in a Decision issued by the
Authority.

The conformity of qualified electronic signatures or electronic
seals creation devices with the requirements of the clause 1 of
this Article shall be:

443.1. Certified by appropriate public or private certification
bodies approved by the Authority.

44.3.2. Verified and approved by the Authority.

The Authority shall establish, maintain, and publish on its
website a constitutive “Qatar approved Qualified Signature or
Seal Creation Devices (QSCD)” list of qualified electronic
signatures or electronic seals creation devices approved in
accordance with the above paragraph.

The Qatar approved QSCD list shall include:

44.5.1. Information about the approved qualified electronic
signatures or electronic seals creation devices and the
full history of their approval status
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44.5.2. Information about the qualified trust service providers
that provide them and if they are suitable as remote
qualified electronic signatures or electronic seals
creation devices.

The Authority shall establish the list of standards,
specifications, procedures, and requirements, by means of
Decisions, for the certification and the approval of the
qualified signature/seal creation devices.
Failure to comply with these obligations may result in the
certification body and certified devices not to be approved by
or lose approval from the Authority.
Generating, managing, and duplicating electronic signature
creation data respectively on behalf of the signatory or the
creator of the seals may only be done by a qualified trust
service provider providing a qualified trust service for the
management of a remote qualified signature or seal creation
device.

Qualified trust service providers shall only use qualified

signature or seal creation devices approved by the Authority.

Qualified trust service providers and other stakeholders shall

follow the conditions, formats, and procedures, issued by the

Authority by means of Decisions, for the application for

approval of qualified electronic signature or electronic seal

creation devices for their inclusion in the Qatar approved

QSCD list.

In particular, applicants shall notify the Authority about the
cancellation of the certification of the used device, without
undue delay and no later than two weeks after the cancellation
is concluded. The Authority may conduct or require the
applicant to undertake an assessment about the impact on the
impacted trust service or qualified trust services and take any
appropriate action deemed appropriate.

The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of this Article.

CLE 45 — Requirements for a qualified trust service for the
management of remote qualified electronic
signatures or electronic seals creation devices

The management of remote qualified electronic signatures or
electronic seals creation devices as a qualified trust service
may only be carried out by a qualified trust service provider
that:
45.1.1. Generates or manages clectronic signatures or
electronic seals creation data, on behalf of the
signatory or the creator of the seal.

Duplicates the electronic signatures or electronic seals
creation data only for back-up purposes provided the
following requirements are met:

45.1.2.

a) The security of the duplicated datasets must be at
the same level as for the original datasets.

b) The number of duplicated datasets shall not
exceed the minimum needed to ensure
continuity of the service.

45.1.3. Complies with any requirements identified in the
certification report of the specific remote qualified
electronic signature or electronic seal creation device
issued pursuant to Article (44.3.1) of this Regulation.
The Authority shall issue the related Decision for the technical

requirements related to clause (1) of this Article.
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45.3. The qualified trust service provider shall define the policies 0% Aujleall by s ludyad) 1aa% daieall 480 dord pie Jo g 453
and practice statements for the management of remote s oo &y IV AERYY ol dyig FEIY) Clah il pLESY Sacinall il 521
qualified electronic signatures or electronic seals creation — <bllaiall il jlaall cilily g cububual o2a a5 O iy Badinne 485 daras
devices as a qualified trust service, These policies and practice el ge 5 abuall cul 5l 3l sans g0 LS cleln 5 Lol gin o Ailatall
statements shall follow the requirements related to their
content and structure, as they are specified in a Decision issued
by the Authority.

45.4. The Authority shall issue a Decision establishing the technical 4 S culel ity 4l culial gall 5 pulall dpaathy § )1 8 el jaad 454

ol oa LlSal )

standards,  specifications, and procedures for the

implementation of the provisions of this Article.
CHAPTER 15 - ELECTRONIC SEALS 445 JISW) AUAY) - 15 Jual

ARTICLE 46 — Requirements for advanced electronic seals dadbial} 440 g 5K ‘al-'ns“J\ cillia - 46 salali

46.1. An advanced electronic seal shall meet the following A laral) aialt g S N A gy o amy 46,1

requirements:
46.1.1, It is uniquely linked to the creator of the seal, Al i ypd Jy i e oS0 b 46,101
46.1.2. Tt can identify the creator of the seal. Al e dyga o Copaill oy laale 5 ol 46.1.2
46.1.3. It is created using electronic seal creation data that the s siuary ¢33 S ot L) by ahasduly o5l & 46.1.3
creator of the seal can, with a high level of confidence AN a8yl Can S e Jle
under its control, use for electronic seal creation.
46.1.4, Itis linked to the data to which it relates in such a way — <SLIESH (S 45 jhy ledde a8 gall il Unfije (055 OF 46,14
that any subsequent change in the data is detectable. bl & GaY s

46.2. The Authority shall issue a Decision establishing the technical — Aiab 25l cilel 2y clical sally subeall waaty § 51 8 dugh Jaai 462
standards, specifications, and procedures for advanced Aexiall 41 KW
electronic seals.

46.3. The remote creation of electronic seals and advanced —sef (e fesiall iy yKIPT LAY g g SN SUSAY oLli) 55 S92 Y 46,3
electronic seals as a trust service may only be provided by a HPAUE VA ESRENPR IS ENERR Y ¥ R DAELS
trust service provider that:

46.3.1. Uses procedures and technologies, in compliance with 21 o3 AlSal aa 38 5h Ly cllyiilly culed )oY} aadiion  46.3.1
the provisions of this Regulation, and other 1N i g Aigh s yaeal i gAY cilillaiall
requirements issued by the Authority by means of
Decisions.

46.3.2. Allows creators of a seal to receive the correct result  4lead dspnalt daguill Jo Joantly SaW Adid meay 463,22
of the creation process in an automated manner, Al 5 48 g g g A0 A8 play LY
reliable, and efficient.

46.3.3. Define the policies and practice statements for the gy« lliddillios 18l du jlaall clilyy clubult sy 46.3.3
provisioning that trust service. These policies and  Adlwiall Gllaiall clujleddl by y Clabpdl aii ¢
practice statements shall follow the requirements (e 3dball il jall 8 Saaaa oo LS Ly W) giaa
related to their content and structure as they are Alt
specified in Decisions issued by the Authority.

46.4. The Authority shall issue a Decision establishing the technical  o\Sal 365 cilel jal s Ledh cliat pall 5 juladll anaty )1 g diell jaat 464
standards,  specifications, and procedures for the .(46.3) aull
implementation of the provisions of Clause (46.3).

46.5. The remote creation of qualified electronic seals as a qualified  acise 48 20338 3ad (o Sadinall L3y ySIYH AGAYY oLi3) i g0 Joma Y 465

trust service may only be provided by a qualified trust service
provider that:
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requirements issued by the Authority by means of
Decisions.
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of the creation process in an automated manner,
reliable, and efficient.
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46.5.3. Define the policies and practice statements for the
provisioning that qualified trust service. These
policies and practice statements shall follow the
requirements related to their content and structure as
they are specified in Decisions issued by the
Authority.

46.6. The Authority shall issue a Decision establishing the technical
standards, specifications, and  procedures for the

implementation of the provisions of Clause (46.5).

ARTICLE 47— Legal effect of Electronic Seals

47.1. An electronic seal shall not be denied legal effect and
admissibility as evidence in legal proceedings solely on the
grounds that it is in an electronic form or that it does not meet
the requirements for qualified electronic seals.

47.2. A qualified electronic seal shall enjoy the presumption of
integrity of the data and of correctness of the origin of that data
to which the qualified electronic seal is linked

ARTICLE 48 — Qualified Certificates for Electronic Seal

48.1. When issuing a qualified certificate for electronic seal for a
qualified trust service, a qualified trust service provider shall
verify, by appropriate means and in accordance with national
law, the identity and, if applicable, any specific attributes of
the person to whom the qualified certificate is issued.

48.2. The information referred to in the first clause of this Article
shall be verified by the qualified trust service provider either
directly or by relying on a third party in accordance with
national law:

48.2.1. Through the physical presence of the natural person
or of an authorized representative of the legal person
by following appropriate procedures.

48.2.2. By using identification methods, including remotely,
which ensure the identification of the natural person
or of an authorized representative of the legal person
with a high level of confidence, including at a
minimum a reliable guarantee and equivalent
assurance in terms of reliability to personal
attendance, the conformity of which shall be
confirmed by a conformity assessment body.

48.2.3. by means of a certificate of a qualified electronic seal
issued in compliance with clause (48.2.1) or (48.2.2)
or by means of a certificate of a qualified electronic
signature of a legal representative of the person issued
in compliance with clause (41.2.1) or (41.2.2).

48.3. The Authority shall issue a Decision establishing the technical
standards, specifications, and procedures for the verification of
identity and attributes in accordance with paragraphs (1) and
(2) of this Article.

48.4, When a qualified trust service provider issuing qualified
certificates for electronic seal decides to revoke a certificate
based on its decision or due to request from certificate owner,
it shall register such revocation in its certificate database and
publish the revocation status of the certificate in a timely
manner, and in any event within (24) hours after the receipt of
the revocation request. The revocation shall become effective
immediately upon its publication.
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With regard to Clause (4) of this Article, qualified trust service
providers issuing qualified certificates for electronic seal shall
provide to any relying party information on the validity or
revocation status of these qualified certificates issued by them.
This information shall be made available at least on a per
certificate basis at any time and beyond the validity period of
the certificate and for at least (15) fifteen years after certificate
expiry, in an automated manner that is reliable, free of charge
and efficient.

The qualified certificate for electronic seal shall contain:

48.6.1. An indication, in a form suitable for machine
processing, that the certificate has been issued as a
qualified certificate for electronic seal.

A set of data unambiguously representing the
qualified trust service provider issuing the qualified
certificates including at least a reference to Qatar as
the State in which that provider is established and the
name and identification number of the provider as it
appears in official records.

A set of data unambiguously representing the creator
of the seal, with at least either:

48.6.2.

48.6.3.

a) the full name of the creator of the seal and, where
applicable, identification number as stated in the
official records, or

b) a pseudonym: if a pseudonym is used, it shall be
clearly indicated.

48.6.4. Electronic seal validation data that corresponds to the
electronic seal creation data.

Details of the beginning and end of the certificate’s
period of validity.

The certificate identity code, which must be unique
for the qualified trust service provider.

The qualified electronic signature or the qualified
electronic seal of the issuing qualified trust service
provider.

The location where the qualified certificate for
electronic signature or electronic seal supporting the
qualified electronic signature or qualified electronic
seal referred to in clause (48.6.7) is available to be
accessed for free.

The information or location of the services that can be
used to enquite about the validity status of the
qualified certificate.

Where the electronic seal creation data related to the
electronic seal validation data is located in a qualified
electronic seal creation device, an appropriate
indication of this, at least in a form suitable for
automated processing.

Qualified certificates for electronic seal may include non-
mandatory additional specific attributes. Those attributes shall
not affect the interoperability and recognition of qualified
clectronic seals.

If a qualified certificate for electronic seal has been revoked
after initial activation, it shall lose its validity from the moment
of its revocation, and its status shall not in any circumstances
be reverted.

Temporary suspension of qualified certificates for electronic
seal, or of their validity, after they have been activated, is
prohibited.

48.6.5.

48.6.6.

48.6.7.

48.6.8.

48.6.9.

48.6.10.
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48.10. The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of this Article and the
issuance of certificates for electronic seal.

ARTICLE 49 — Revocation of Qualified Certificates for
Electronic Seal

49.1. The qualified trust service provider shall revoke the qualified
certificate for electronic seal immediately upon the occurrence
of any of the following cases:

49.1.1.
49.1.2,

If the certificate holder requests its revocation

If the provider knows of the demise of the natural
person or the dissolution or liquidation of the legal
person holding the certificate.

49.2. The qualified trust service provider shall be liable for the
damages resulting from its negligence in taking the necessary
action to revoke qualified certificates for electronic seal,
pursuant to the provisions set out in the above paragraph.

If a qualified certificate for electronic seal has been revoked
after initial activation, it shall lose its validity from the moment
of its revocation, and its status shall not in any circumstances

be reverted.

49.3.

CHAPTER 16 — VALIDATION OF QUALIFIED
ELECTRONIC SIGNATURES OR
QUALIFIED ELECTRONIC SEALS

ARTICLE 50 — Requirements for the validation of qualified
electronic signatures or qualified electronic
seals

50.1. The process for the validation of a qualified electronic
signature or qualified electronic seal shall confirm the validity
of a qualified electronic signature or qualified electronic seal
provided that:

50.1.1.  the certificate that supports the electronic signature

or electronic seal was, at the time of signing or
sealing, a qualified certificate for electronic
signature or electronic seal complying with Articles
(41.6) and (48.6).

the qualified certificate was issued by a qualified
trust service provider and was valid at the time of
signing or sealing.

the electronic signature or electronic seal validation
data corresponds to the data provided to the relying
party.

the unique set of data representing the signatory or
creator of the seal in the certificate is correctly
provided to the relying party.

the use of any pseudonym is clearly indicated to the
relying party if a pseudonym was used at the time of
signing or sealing.

the electronic signature or electronic seal was
created by a qualified signature or seal creation
device.

the integrity of the signed or sealed data has not been
compromised.

the requirements provided for in Articles (40.1) and
(46.1) were met at the time of signing.

50.1.2.

50.1.3.

50.1.4.

50.1.5.

50.1.6.

50.1.7.

50.1.8.
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The system used for validating the qualified electronic
signature or qualified electronic seal shall provide to the
relying party the correct result of the validation process and
shall allow the relying party to detect any security relevant
issues.

The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of this Atticle.

ARTICLE 51 — Requirements for the qualified validation service

511,

of qualified electronic signatures and for the
qualified validation service of qualified electronic
seals

The qualified validation of qualified clectronic signatures or
qualified electronic seals as a qualified trust service may only
be provided by a qualified trust service provider that:

51.1.1.  Uses procedures and technologies, in compliance
with the provisions of Article (50) of this Regulation,
and other requirements issued by the Authority by
means of Decisions.

Allows relying parties to receive the result of the
validation process in an automated manner, reliable,
efficient and bears the qualified electronic signature
or qualified electronic seal of the provider of the
qualified validation service.

51.1.2.

. The qualified trust service provider shall define the policies

and practice statements for the provisioning of qualified
validation of qualificd electronic signatures or qualified
electronic seals as a qualified trust service. These policies and
practice statements shall follow the requirements related to
their content and structure as they are specified in Decisions
issued by the Authority.

. Any time information added to the result of the validation

process of qualified electronic signatures or qualified
electronic seals shall be created using qualified time stamps.

. The Authority shall issue a Decision establishing the technical

standards, specifications, and procedures for the

implementation of the provisions of this Article.

CHAPTER 17 - THE QUALIFIED PRESERVATION OF

QUALIFIED ELECTRONIC
SIGNATURES AND QUALIFIED
ELECTRONIC SEALS

ARTICLE 52 — Requirements for the qualified preservation

52.1.

service of qualified electronic signatures and
qualified electronic seals

The qualified preservation of qualified electronic signatures or
qualified electronic seals as a qualified trust service may only
be provided by a qualified trust service provider that uses
procedures and technologies capable of extending the
trustworthiness of the qualified electronic signatures or
qualified electronic seals beyond the technological validity
period as they are prescribed by the Authority by means of
issued Decisions. These procedures and technologies shall not
impact the trust of the qualified electronic signatures or
qualified electronic seals.
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Qualified trust service providers shall:

52.2.1. Preserve the trustworthiness of the qualified
electronic signatures or qualified electronic seals for
not less than (15) fifteen years from the date of the
preservation request.

Preserve all information, which may or may not be
available to the public, necessary to validate the
qualified electronic signatures or qualified electronic
seals, until the end of the preservation period.

Take due diligence to ensure the safety, the durability,
and the legibility of the preservation data and of the
preserved qualified electronic signatures or qualified
electronic seals and to allow their proper use, whether
for the original applicant or for another qualified trust
service provider that provides a qualified trust service
for the qualified preservation of qualified electronic
signatures or qualified electronic seals, with an
explicit consent from the original applicant.

The preservation evidence issued by the qualified trust service
provider shall be signed by means of qualified electronic
signature or sealed by means of a qualified electronic seal of
the qualified trust service provider.

The qualified trust service provider shall define the policies
and practice statements for the provisioning of qualified
preservation of qualified clectronic signatures/seals as a
qualified trust service. These policies and practice statements
shall follow the requirements related to their content and
structure as they arc specified in Decisions issued by the
Authority.

Any time information added to the result of or evidences
resulting from the preservation process of qualified electronic
signatures or qualified electronic seals shall be created using
qualified time stamps.

The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of this Article.

52.2.2,

52.2.3.

CHAPTER 18 - QUALIFIED ELECTRONIC TIME STAMPS

ARTICLE 53 ~ Legal effect of qualified electronic time stamps

53.1.

A qualified electronic time stamp shall enjoy the presumption
of the accuracy of the date and the time it indicates and the
integrity of the data to which the date and time are bound.

ARTICLE 54 — Requirements for qualified electronic time

54.1.

stamps

A qualified electronic time stamp shall mect the following
requirements:

54.1.1. It binds the date and time to data in such a manner as
to reasonably preclude the possibility of the data being
changed undetectably;

54.1.2. It is based on an accuratc time source linked to
Coordinated Universal Time; and
54.1.3. It is signed using a qualificd electronic signature or

sealed with a qualified electronic seal of the qualified
trust service provider.
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Qualified electronic time stamps may only be provided by a
qualified trust service provider that uses procedures and
technologies in compliance with the provisions of Article
(54.1) of this Regulation and other requirements issued by the
Authority by means of Decisions.

The qualified trust service provider shall define the policies
and practice statements for the provisioning of qualified time
stamps as a qualified trust service. These policies and practice
statements shall follow the requirements related to their
content and structure as they are specified in Decisions issued
by the Authority.

The Authority shall issuc a Decision establishing the technical
standards, specifications, and procedures for qualified
electronic time stamps and the implementation of the
provisions of this Article.

CHAPTER 19 — QUALIFIED ELECTRONIC DELIVERY

SERVICES

ARTICLE 55 — Legal effect of qualified electronic delivery

services

Data sent and received using a qualified electronic registered
delivery service shall enjoy the presumption of the integrity of
the data, the sending of that data by the identified sender, its
receipt by the identified addressee and the accuracy of the date
and time of sending and receipt indicated by the qualified
electronic registered delivery service.

ARTICLE 56 — Requirements for qualified electronic delivery

56.1.

56.2.

services

Qualified electronic delivery services shall meet the following
requirements:

56.1.1. They arc provided by one or more qualified trust

service providers;

56.1.2. They ensure with a high level of confidence the
identification of the sender;

They ensure fully the identification of the addressee
before the delivery of the data;

The sending and receiving of data is secured by a
qualified electronic signature or a qualified
electronic seal of a qualified trust service provider in
such a manner as to preclude the possibility of the
data being changed undetectably;

Any change of the data needed for the purpose of
sending or receiving the data is clearly indicated to
the sender and addressee of the data;

The date and time of sending, receiving and any
change of data are indicated by a qualified electronic
time stamp.

In the event of the data being transferred between two
or more qualified trust service providers, the
requirements in clause (56.1.1) to (56.1.6) shall
apply to all the qualified trust service providers.

56.1.3.

56.1.4.

56.1.5.

56.1.6.

56.1.7.

Qualified electronic delivery services may only be provided by
qualified trust service providers that use procedures and
technologies in compliance with the provisions of Article
(56.1) of this Regulation and other requirements issued by the
Authority by means of Decisions.
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56.3. The qualified trust service provider shall define the policies
and practice statements for the provisioning of qualifiec
electronic delivery services as a qualified trust service. These
policies and practice statements shall follow the requirements
related to their content and structure as they are specified ir
Decisions issued by the Authority.

56.4. The Authority shall issue a Decision establishing the technica’
standards,  specifications, and procedures for the
implementation of the provisions of this Article.

CHAPTER 20 - CERTIFICATES FOR WEBSITE
AUTHENTICATION AND CODE SIGNING

ARTICLE 57 —~ Requirements for certificates for website
authentication (TLS) and Code Signing

The Authority shall issue a Decision establishing the technical
standards, specifications, and procedures for certificate for website
authentication and code signing, and their issuance by trust service
providers.

CHAPTER 21 - QUALIFIED ELECTRONIC ARCHIVING
SERVICES

ARTICLE 58 — Legal effect of qualified electronic archiving
services

Electronic data preserved using a qualified electronic archiving
service shall enjoy the presumption of their integrity and of their
origin for the duration of the preservation period by the qualified trust
service provider.

ARTICLE 59 — Requirements for qualified electronic archiving
services

59.1. Qualified electronic archiving services shall meet the
following requirements:

59.1.1. They are provided by qualified trust service
providers.

59.1.2.  They use procedures and technologies capable of
extending the durability and legibility of the
electronic data beyond their technological validity
period and at least throughout the legal or contractual
preservation period, while maintaining their integrity
and their origin;

59.1.3.  They ensure that the electronic data is preserved in
such a way that they are safeguarded against loss and
alteration, except for changes concerning their
medium or electronic format.

59.1.4. They allow authorized relying parties to receive a
report in an automated manner that confirms that an
clectronic data retrieved from a qualified electronic
archive enjoys the presumption of integrity of the
data and of their origin, from the beginning of the
preservation period to the moment of retrieval. This
report shall be provided in a reliable and efficient
way, and it shall bear the qualified electronic
signature or qualified electronic seal of the provider
of the qualified electronic archiving service.

Lujlaall iy s cobulpud) 3ast aciaall 481 Glaas adie e g 563
iy Baddine 43 AeadS Badinall 55 yKI) adduiilh ibasd apaihy Lalall
) giney Zileiall el dojleall Gllyy Cluball o3a o ¢

Al e 5 poball il l il asaa ga LS LlSa

Cled oYy Al Clial gty uledll apaty 1 Ruell aaly 56,4
Balall o3 alSal duiiil 4o J0

Salt Q§J@J|éyﬁama\aw_20‘}mu\

el Al gl g adgall ABalias Cilalgd cillliia - 577 Bkall

Coaanad Bolgadl Aridl) el ey clial pall g pulaall ypaay 18 Agll aas
G et e O (e W jhaal 3 el a3 I sl

Baatnall dyi g SN ARSI it - 27 Juadh

Bainal) dyig S 4B ) cilasdd 5 BN Y1 - 58 Bakall

Baieall g N Cand Y1 daad aladtinly Adagia ) Ay Y)Y bl wiad
Ading L8N il adia S8 e aea 5y gk e jacas s gl Gl il

Badinalt 433 5 AN Aid Y clasd cildlaia - 59 BaLal)
At il sadiaal Ay pEY) a8 W clend Bus ol ey 59,1

LCpadiaalt A8 u\ahwmd.sw@ﬁei:\ 59.1.1

G gagi e 550 Clgp sl 5 el ja) paidl sl 59.1.2
L Do 5 5 2 Lo () L oo 59 A 5 IV il oy
o Apslal daiall 38 Jigh JBY ey sl gl

&LAJM} L@:L.«}.u u__‘r_ Jalaal e ;4.\3\:\.\]\

O Lgrand Ay play Ay JIKYH il e Lliall failedl 59.1.3
s SISl

Ly yhay o 55 b g ¢ pSlall Badiaall il b0 e L3 59,14
Capli )} e Aualtiadl Ay I bl of a5 Biige
Ca eld me s Ll Aadlas yial il Wil acins 3 5 0)
SR 138wl ay lgela il ddaad M dasali s i dby
sz Ui g iS00 b 5 Jany OF a9 Wlad 48 43 g 43 yhay
g IV Aad )Y Radd asial ladies Lip pSJ) L o
adiaall

38 of 40



59.2.

59.3.

59.4.

Communications | regtaddidisa
Regulatory Authority | <ML_a )|

State of Qatar | ) da 5 G )ga

Qualified electronic archiving services may only be provided
by qualified trust service providers that use procedures and
technologies in compliance with the provisions of Article
(59.1) of this Regulation and other requirements issued by the
Authority by means of Decisions.

The qualified trust service provider shall define the policies
and practice statements for the provisioning of qualified
electronic archiving services as a qualified trust service. These
policies and practice statements shall follow the requirements
related to their content and structure as they are specified in a
Decisions issued by the Authority.

The Authority shall issue a Decision establishing the technical
standards,  specifications, and procedures for the
implementation of the provisions of this Article.

CHAPTER 22 — LIABILITIES

ARTICLE 60 - Liability and burden of proof

60.1.

60.2.

60.3.

60.4.

Without prejudice to Article (40) of the Law and applicable
national laws, trust service providers or qualified trust service
providers shall be liable for damage caused intentionally or
negligently to any natural or legal person due to a failure to
comply with the obligations under the Law, this Regulation,
and in relevant Decisions issued by the Authority in
implementation thereof.

The burden of proving intention or negligence of a trust service
provider shall lie with the natural or legal person claiming the
damage referred to in the first paragraph of this Article.

The intention or negligence of a qualified trust service provider
shall be presumed unless that qualified trust service provider
proves that the damage referred to in the first subparagraph
occurred without the intention or negligence of that qualified
trust service provider.

Where trust service provider or qualified trust service
providers duly inform their customers in advance of the
limitations on the use of the services they provide and where
those limitations are recognizable to third parties, trust service
provider or qualified trust service providers shall not be liable
for damages arising from the use of services exceeding the
indicated limitations.

ARTICLE 61 — General Provisions

61.1.

61.2.

The various provisions set out in the regulation makes
reference to a number of technical specifications, forms and
guidelines which form part of this regulation.

Attached to this Regulation is Appendix I, which Lists the
documents supporting the implementation of this regulation.
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APPENDIX 1 - Supporting Documents

1.

11

12.

13.

14.

15.

16.

20.

21.

22.

23,

24,

25.

QA-TSF- Technical Specifications on General Requirements

QA-TSF- Technical Specifications on Issuance of certificate for esig-eseal
QA-TSF- Technical Specifications on Issuance of certificate for wsa
QA-TSF- Technical Specifications on Creation Sig-Seal

QA-TSF- Technical Specifications on Timestamps

QA-TSF- Technical Specifications on Preservation

QA-TSF- Technical Specifications on Validation

QA-TSF- Technical Specifications on Remote QSCD

QA-TSF- Technical Specifications on Archiving

. QA-TSF- Technical Specifications on TSP TS - QEDS

QA-TSF- Technical Specifications on TSP TS - QSCD provision
QA-TSF- Technical Specifications on QSCD Certification
QA-TSF- Technical Specifications on CABs

QA-TSE- Technical Specifications on advanced esig & eseal
QA-TSF- Technical Specifications on Trust Mark

QA-TSF- Technical Specifications on TL provisions

. QA-TSF- Trust List interpretation guidelines
. QA-TSF- TSP Application form

. QA-TSF- TSP Changes Notification form

QA-TSF- TSP Consumer Complains form
QA-TSF- TSP Final Incident Notification form
QA-TSF- TSP First Incident Notification form
QA-TSF- TSP Termination Notification form
QA-TSF- CAB Application form

QA-TSF- QSCD Application form
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